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Introduction

The world is increasingly
hyperconnected.

On average, every day, each adult spends almost 6 hours browsing the web (Marvin, R.2018).
As of 2019, the number of people using the internet has grown to 4.3 billion, equivalent to
57% of the population. Therefore, the quality of people's digital lives profoundly impacts their

physical well-being.

As a formation of various factors, digital quality of life is directly related to overall quality of
life. However, there is an apparent gap between many countries in terms of the seamlessness
of connectivity encompassing connection speed and affordability, the online availability of
various services and goods, and the general sense of online safety and empowerment to
control one’s digital life. Persistent attention to the areas where countries underperform in
terms of global median values can lead to significant improvement in people’s well-being as

much as the country’s global development.

This study on digital quality of life (DQL) has been conducted to determine the critical

problem areas and the gaps between people's online experience in various nations. The DQL
index is a review based on 6 key elements. In the study, extensive study using a combination
of desk research and expert opinions was conducted. This is the first incarnation of this type

of study, which will be carried out annually from now on.

The methodology used to gather data, index the countries, and produce the weighting
system is discussed in detail in Section 3 of the report. It is followed by a detailed Global
Outlook, overviewing specific factors that influence the digital quality of life in the selected

countries as described in the scope of this research.
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Scope

This report considers the quality of people’s digital lives in
65 countries in all regions of the world, covering over 5.5
billion people, or 70% of the world’s population.

The factors defining the digital quality of life and their weights in the overall index were
determined by a panel of experts from various backgrounds as well as quantitative surveys in
10 countries to make up for any potential bias. The final factors that make up the foundation
of the digital quality of life were selected from 21 indicators. After taking into account the

reliability of data and expert opinion, the final factors were narrowed to:

affordability of connectivity;

the speed of connectivity;

security of citizens’ personal information;

the digital advancement of specific country in terms of its cybersecurity;

the development of a country in terms of availability of e-services offered by its government;

the variety of content to access.

The number of countries covered by the final index was determined by the availability,
integrity, and viability of data required to achieve objective and comparable results. Another
important aspect in selecting the countries was regional coverage. The final DQL covers all

regions of the world.

The DQL index is based on data provided by the Freedom House, United Nations, World
Economic Forum, Consumers International, and the International Telecommunication Union.
The results for internet speed, internet prices, personal data protection legislation, e-
government availability, entertainment content availability, and the GCI were weighted to

make up the final DQL index.

Each of the indicators and its outcome are discussed in more detail in the Global Outlook,
Sections 6-10.






Methodology

3.1

The 2019 DQL index is a composite measure derived by an
expert panel weighting the importance of each of the
factors selected.

The selection process of the factors, their weighting process, sources used for data

acquisition, and the panel of experts are discussed in detail in the following sections.

Composite Factors

The core factors that comprise the final DQL index were determined by the research team. In
the first stage of the study, the team listed 21 criteria directly related to people’s online
experience in various countries. Each of the listed factors were thoroughly analyzed in their
potential to improve overall quality of life. During this stage, the list of factors was reduced to
12 as the overall impact of the rejected indicators was determined to be either minor or

impossible to measure.

The second stage of building up the DQL involved primary data collection. As one of the core
goals of the study was to find comparable and up-to-date data sets in as many countries
around the world as possible, some potential indicators were omitted due to unreliable or no
data. Among the factors rejected in the second stage were price discrimination, shipping
prices, and online censorship. Efforts to measure price discrimination were unsuccessful
because of its complex, and in some cases, vague definition as well as its working priciples,
although the concept was clearly evident during the research. This is discussed in more
detail in Section 4.4.1. The factor of shipping prices, meaning more expensive shipping of the
same physical goods to some countries than others, was omitted in order to avoid narrow
estimation as goods that are popular in some countries may not be popular in others for
various reasons (for instance, local tariffs or taxes), not only shipping costs. Online
censorship was not put into the final DQL index because of complications related to
measuring its extent in specific markets as well as vague legislative arrangements in some

countries.

The third stage of the research involved secondary data collection for the remaining 6
factors and their components (mobile and broadband internet are considered equally
important, and thus were not separated in the final 2019 DQL index). Taking into account the
data availability, reliability, and comparability for the highest possible number of countries to
include in the index, the final 2019 DQL index was determined to be based on the weighted

averages of internet speed and its affordability (mobile and broadband), the presence or



Methodology

3.1.1

absence of personal data protection legislation, e-government availability, entertainment
content availability, and cybersecurity of countries. All of the selected criteria are discussed

in detail in the following sections of the methodology.

Internet Speed

The internet enables social and economic growth, allowing people to communicate with
others, find jobs, and access to education and information (Granryd, 2016). In many countries,
the internet has also become an increasingly popular means to acquire goods and services,
enjoy entertainment, do business, as well as use and deliver governmental services. The
faster the internet, the more one can do online, while limited connection speed capabilities
impede the effective usage of available online tools. Hence, internet speed can be
considered one of the critical factors when it comes to widespread internet adoption and the

core ingredient to the quality of people’s digital experience.

The majority of the expert panel selected internet speed as the crucial factor that
determines people's digital quality of life. Technadu notes that being able to go online and
exchange information with others is at the very core of our digital (and physical) world.
According to Comparitech, both internet speed and prices are “key factors in overall
broadband adoption and marketplace competitiveness.” However, as pointed out by an
expert from Chip.de, aside from basic internet speed, for most people there is little to no
difference between a 100 Mbps connection and a 200 Mbps or higher connection as such

speeds cover most of one’s needs in today’s digital sphere.

For mobile and broadband internet speeds to be indexed, the available dynamic estimates
worldwide in January, February, and March were collected and counted as weighted averages
to come to the average mobile and broadband internet speed in each country. Internet
speeds were measured using the Speedtest Global Index (Speedtest, n.d.) for both mobile
and broadband internet, monitored for three months (see Annex 1). Average speed was
divided by the highest average speed (for mobile, Iceland, with 73.93 Mbps; for broadband,
Singapore, with 197.34 Mbps) to determine the index value (between 0 and 1). Then the
weighted factor of 0.11 for mobile and broadband speeds, respectively, was summed up to
determine a 0.22 weighting (Equations 1 and 2). Although the importance of mobile and
broadband internet connections differs across countries, in the scope of the 2019 DQL index,
they were equally weighted and combined into one indicator. The weighted index figure for

mobile internet speed was determined by the following formula:
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avg speed
mobile speed indicator = — X 0.11
73-93

Equation 1: Index figure for mobile internet speed

The index figure for broadband speed was determined by the following formula:

avg speed
broadband speed indicator = ———— X 0.11
197.34

Equation 2: Index figure for broadband internet speed

Internet Prices

Although internet speed is considered a core factor in ensuring the quality of the user's
digital experience, especially in times of high-definition content, live streaming, and social
communication, it is highly dependent on its affordability. It plays a vital role, especially in
less economically affluent countries. Relative internet prices are an essential factor

determining the extent of the digital divide.

As the experts at TopTOVPN.com point out, "a country can boast lightning-fast internet
speeds, net neutrality, and blanket coverage,” but if the prices are high, citizens are still kept
offline and in the dark, "worsening the worldwide digital divide.” TopTOVPN experts mention
that the UN has declared access to the internet a human right, and human rights must be
accessible to all. If internet is expensive, it is only available to the better off, which is “quite
literally an infringement on human rights” (Top1TOVPN.com). Experts at Chip.de point out that
in the West, especially for the younger generation, high prices for mobile internet restrict
their access and negatively affect their DQL. Tom’s Hardware also stresses that high prices
limit companies’ capacity and willingness to invest in modern infrastructure, thus limiting

their competitiveness in the long term.

In the scope of the 2019 DQL index, an indicator of internet prices refers to the affordability of
the internet connection, or in other words, how many hours one has to work to afford
internet, both the cheapest broadband package (Howdle, 2018a) and the cheapest 1GB
mobile internet (Howdle 2018b). When comparing countries, internet connection prices on

their own say very little as wages and cost of living vary significantly around the world.
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This means that even though the price of the internet subscription in one country might
appear high in comparison with the others, this might not necessarily be the case as the
level of economic affluence and average wages in that country make the internet more
affordable than elsewhere. All of the provided prices are measured in the currency of United
States dollars (USD) for comparison reasons. To avoid significant fluctuations in the

exchange rates of various currencies, their values were fixed at the date of data gathering.

To determine the number of hours of work needed to afford the cheapest broadband
package, the price of the package was divided by the average hourly wage in the country.
The same was done for the cheapest mobile internet (1GB plan). The dynamic average wage
data was taken from Numbeo (n.d.) in April 2019. Screenshots were taken at the time of data
gathering (see Annex 12.1). To calculate the hourly wage from the average monthly wage
(net) data provided, the length of the workweek in a country was used (taken from Wikipedia
Contributors, 2019b), multiplied by 52 to determine the amount of hours worked in a year, and
divided by 12 to determine the amount of hours worked in a month." The average monthly
wage was then divided by that number to determine the average hourly wage (Equation 3).
Net values of average monthly wages were used to eliminate the tax burden in each of the

researched countries.

average monthly wage (net)

average hourly wage =
((workweekx52)+12)

Equation 3: Average hourly wage

The hourly wage calculated in Equation 3 was used to determine how many hours a person in
a given country would have to work in order to afford the cheapest broadband package or
mobile package by dividing the price for the cheapest broadband/mobile internet by the
hourly wage. That was then multiplied by the 0.09 weighting factor to come to the index

figure, as shown in Equation 4 and Equation 5.

cheapest broadband
broadband internet affordability = X 0.09
hourly age

Equation 4: Index figure number of hours worked to afford cheapest broadband package

' Since regulations for paid and unpaid leave differ per country, these have been left out of consideration to come to
as fair an estimate of hourly wage as possible.
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3.1.4

cheapest mobile internet
mobile internet affordability indicator = X 0.09
hourly wage

Equation 5: Index figure number of hours worked to afford 1GB of mobile internet

As with internet speed (Section 3.1.1), the index figure for internet prices is a combination of
mobile and broadband prices. The index figures for both mobile and broadband internet were
added to come to the 0.18 weighting. The decision to consider the affordability of mobile and

broadband internet connection as equally important is explained later in the report.

Personal Data Protection Legislation

According to the Freedom House (The Freedom on the Net 2018 report, Shahbaz, 2018a),
"democracy also requires a protected private sphere.[...] If democracy is to survive the
digital age, technology companies, governments, and civil society must work together to find

real solutions to the problems of social media manipulation and abusive data collection."

The experts from Comparitech ranked personal data protection laws as the most important
factor, arguing that the ability to control one’s personal data and privacy should be one of the
core priorities of today’s hyperconnected society. TopVPN.com compares online privacy laws
to offline privacy laws: “Just as you wouldn’t want to live in a society without laws
guaranteeing the protection of its citizens’ privacy, the same applies online. The right to use
the internet privately, without fear of personal data being collected and abused, is one of the

cornerstones of a free and open internet, and has to always come first.”

Technadu makes the strongest case for personal data protection laws: “We’ve witnessed
countless privacy intrusions (in the online realm) during the last couple of years, showing us

the importance of having legal protection when it comes to our data.”

Countries with legislation in place scored one point in the scope of 2019 DQL index.
Countries with draft legislation in place scored half a point, and countries without legislation
got zero points. In the index, the weight for legislation is 0.17, while the determination

process of its value is discussed in Section 3.3 of this report.

E-Government Availability
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Electronic government can provide better service delivery at reduced costs and has the
potential to increase overall efficiency. E-government also helps to simplify the overall

processes, minimize corruption and ensure transparency of the public sector.

Traditional bureaucracy and government required (and in many cases still require) people to
go to a physical location and overcome various hurdles to access the desired services, as
experts from Chip.de point out. E-government can significantly simplify citizens’ lives, saving
time and money, according to Technadu. TopTOVPN notes that e-government is especially
beneficial for the disabled, the elderly, or the otherwise disenfranchised, and they argue that
“the internet is the greatest accessibility tool in the world” and that if governments shift as
much of their bureaucracy to the internet as possible, this will create a fairer society with
equal opportunities for all of its citizens. An expert from Vpngids.nl says that e-government

processes need to be easy, fast, automated, and efficient.

To determine e-government availability, the Online Service Index (OSI) was used for its
inclusivity. The OSI is a composite part of the United Nations’ E-Government Development
Index (EGDI). The EGDI is a weighted average of three scores on three dimensions of e-
government, namely scope and quality of online services (the 0SI), development status of
telecommunications infrastructure, and inherent human capital (United Nations Public
Administration Network, n.d.). The OSl is thus based on the extent of a country’s

government’s online presence and for the estimates uses a four-stage model:

Emerging presence (government offering basic information online)

Enhanced presence (government offering more information online, as well as e-tools and e-
services)

Transactional presence (government offers two-way interactive applications, financial and
non-financial transactions online)

Connected presence (the entire government is online, interactions between government

agencies and between citizens and government and vice versa happen online)

The United Nations Public Administration Network obtains data on the country’s online
presence via surveys sent to member states. Each question answered with “yes” gives that
country one point. To build up the final 2019 DQL index, the OSI score was multiplied by the

weight factor of 0.16 to obtain the index figure:

E-government indicator = OSI score x 0.16

Equation 6: E-government indicator
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3.1.6

Entertainment Content Availability

The internet has changed the way people consume entertainment. It is predicted that by
2020, video will generate 82% of all internet traffic (Cisco, February 27,2019). Many platforms
and services are offering content to gratify this growing demand. Hence, the availability of
different kinds of content despite users’ geographical location is one of the critical aspects

defining a good digital experience.

Entertainment content can take the form of movies, television, music, books, games, and
even pornography. For this study, services that cover most of the overall streaming market
share were chosen. Additionally, since the demand for adult content has been high around
the world and in order to marginally account for the freedom of content access in the

researched countries, the availability of internet pornography was also included in the study.

To determine the composite index value of the availability of content around the world, the
access to Amazon Prime (Saba, 2016), Netflix (Netflix, n.d.), YouTube Premium (YouTube Help,
n.d.), and adult content was assessed for each country. Countries were given one point for
each service that was freely accessible from within each country. Zero points were given if
the respective services were not accessible from the countries at the time of data collection.
The total of the points for each country were divided by four to get an average value. The
average was multiplied by the weight indicator of 0.14 to determine the value of the Content

Availability indicator.

The Global Cybersecurity Index

A country's commitment to and the capabilities of its national cybersecurity are critical to the
overall well-being of its citizens and economic growth. As stated by the International
Telecommunication Union (ITU), since the costs of data breaches have been increasing (by
6.4% in 2018), the projected damage of cybercrime will be $2 trillion USD by the end of 2019.

Also, the ITU stressed that continuous data breaches affect average internet users as well as
pose a threat to critical infrastructure and universities. One of the general premises of the
DQL index is that the better the country is prepared to face cyber threats on a national level,

the better the digital quality of life and the overall well-being of its citizens.

All of the interviewed experts mentioned the importance of being safe online. It should be

noted that they had strong opinions on the quality and availability of both global and national

10
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cybersecurity and personal data protection laws. Most experts argued that these things are
important, but many expressed distrust in governments’ abilities to keep their citizens and

countries safe.

TopVPN.com said: “Regulations and technologies designed to keep web users protected are
vital. Governments and corporations have to work together to ensure this is the case -
without infringing on the digital rights and liberties of citizens.” Comparitech notes that a
quantification of national cybersecurity is a generalization, and a low score does not
necessarily mean that businesses and individuals in the country in question are inherently
less secure, but rather that they are less secure if compared to the same aspects in other
countries. Vpngids.nl made the point that cybercrime is a big problem with global financial

damages of billions of dollars.

Depending on its extent, cybercrime ranges from the personal (hacking private or financial
details, identity theft) to the national (interference in the presidential elections or national

referendums), and even the global.

“Cybersecurity refers to the body of technologies, processes, and practices designed to
protect networks, devices, programs, and data from attack, damage, or unauthorized
access” (Lord, 2019).

As the volume and sophistication of cyberattacks grow, it becomes increasingly important to

protect information relating to national security, health, or financial records.

To account for cybersecurity in each of the researched countries, the Global Cybersecurity
Index 2018 (GCl), developed by the International Telecommunications Union (ITU), was used

for its viability and the extent of data inclusivity.

The GClI uses 25 indicators to oversee the cybersecurity commitment of 194 ITU members to
the five pillars endorsed by the Global Cybersecurity Agenda: legal, technical, organizational,

capacity building, and cooperation.

The index uses data collected through an online survey with questions on each of the pillars
and data collected by the GCI team to ensure accuracy. The report shows a clear gap in the
level of cybersecurity engagement between different regions. In the final DQL index, the CGI

score was given a weighting of 0.13.
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Countries that demonstrate high commitment in all five pillars of the index.
‘ Countries that have developed complex commitments and engage in cybersecurity programmes and initiatives.

‘ Countries that have started to initiate commitments in cybersecurity.

Figure 1: Heatmap of cybersecurity commitment
Source: ITU, 2018, p. 13

The expert panel

In order to define what is and how to measure the digital quality of life, the research team
invited a number of experts to share their expertise and carried out surveys in 10 countries

with over 5,000 respondents to confirm or reject primary assumptions.

The panel of experts was gathered by sending out invitations to participate in the research to
the acknowledged media outlets in various countries. The 2019 DQL index panel of experts
includes the research team from Surfshark as well as representatives, editors, and journalists
working in the fields of the internet, information technology, online connectivity, privacy, and
security for the following online media outlets: Chip.de, Comparitech.com,
Journaldugeek.com, Tomshardware.de, Technadu.com, Vpngids.nl, Top10vpn.com,
Bestvpn.co, and Vpnranks.com.

12
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3.3

Scoring process

In the weighting procedure the experts were given a questionnaire with the selected
indicators of the DQL index to highlight and explain the most critical factors which have the

greatest influence on people's digital wellbeing.

The most notable arguments for each of the expert choices were extensively used

throughout this report to support the research results.

The final weighting system of the DQL index (see Table 1) was derived from the weighted
averages of the weights highlighted by the experts as well as the research team. The results
were used to weight the measured indicators and build up the final index of the digital

quality of life in 65 countries.

Final components of the weighting system are distributed as follows:

Internet speed (three month average, mobile & broadband) 0.22
Internet cost (mobile and broadband) 0.18
Personal data protection laws 0.17
E-government availability 0.16
Entertainment content availability 0.14
Global Cybersecurity index 0.13

Table 1: Criteria Weights

13
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Key Findings

4.] Overall Digital Quality of Life

Final score with criterion weight

Global E-government Data Entertainment
DQL Index Internet Speed Internet Prices Cybersecurity 9 oy protection content
availability o
Index laws availability

Cheapest Cheapest

Mobile Broadband broadband mobile 1GB
package option
1 Australia 0.7992 0.0893 0.0199 0.0310 0.0938 0.1113 0.1519 0.1667 0.1354
2 France 0.7985 0.0681 0.0620 0.0543 0.0443 0.1148 0.1530 0.1667 0.1354
3 Singapore 0.7854 0.0847 0.1144 0.0291 0.0227 0.1123 0.1541 0.1667 0.1016
4 Norway 0.7607 0.1058 0.0601 0.0236 0.0090 0.1115 0.1487 0.1667 0.1354
5 Japan 0.7606 0.0487 0.0554 0.0881 0.0077 0.1100 0.1487 0.1667 0.1354
6 Canada 0.7516 0.1014 0.0637 0.0253 0.0021 0.1115 0.1454 0.1667 0.1354
7 Denmark 0.7479 0.0780 0.0563 0.0212 0.0276 0.1065 0.1563 0.1667 0.1354
8 South Korea 0.7448 0.0825 0.0771 0.0387 0.0161 0.1091 0.1530 0.1667 0.1016
9 Italy 0.7361 0.0487 0.0286 0.0755 0.0279 0.1046 0.1487 0.1667 0.1354
10  Sweden 0.7360 0.0758 0.0665 0.0220 0.0209 0.1013 0.1476 0.1667 0.1354
" United States 0.7341 0.0522 0.0665 0.0370 0.0065 0.1158 0.1541 0.1667 0.1354
12 Netherlands 0.7331 0.0919 0.0524 0.0215 0.0091 0.1106 0.1454 0.1667 0.1354
13 Israel 0.7269 0.0364 0.0396 0.0938 0.0619 0.0979 0.1291 0.1667 0.1016
14 Switzerland 0.7223 0.0777 0.0659 0.0439 0.0019 0.0985 0.1324 0.1667 0.1354
15 Spain 0.7061 0.0542 0.0629 0.0226 0.0058 0.1120 0.1465 0.1667 0.1354
16 Iceland 0.7045 0.1144 0.0923 0.0198 0.0396 0.0561 0.1139 0.1667 0.1016
17 United Kingdom 0.7035 0.0463 0.0328 0.0249 0.0280 0.1164 0.1530 0.1667 0.1354
18  Finland 0.7033 0.0646 0.0337 0.0179 0.0272 0.1070 0.1508 0.1667 0.1354
19  Germany 0.6914 0.0488 0.0396 0.0450 0.0043 0.1061 0.1454 0.1667 0.1354
20  New Zealand 0.6872 0.0694 0.0504 0.0140 0.0041 0.0986 0.1487 0.1667 0.1354
21 Belgium 0.6690 0.0761 0.0365 0.0266 0.0034 0.1018 0.1226 0.1667 0.1354
22  Austria 0.6687 0.0618 0.0221 0.0194 0.0244 0.1033 0.1356 0.1667 0.1354

23  Lithuania 0.6553 0.0636 0.0458 0.0352 0.0042 0.1135 0.1248 0.1667 0.1016
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Hungary

Portugal

Poland

Russia

Estonia

Slovenia

Ireland

United Arab Emirates

India

Romania

Qatar

Turkey

Slovakia

Mexico

Croatia

Latvia

South Africa

Malaysia

Uruguay

Ukraine

Chile

Czech Republic

Albania

China

Greece

Georgia

Azerbaijan

Philippines

Brazil

0.6529

0.6478

0.6442

0.6439

0.6431

0.6302

0.6242

0.6215

0.6165
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To reiterate, the DQL is based on 6 selected factors (Table 1), which were weighted by the
expert panel. Since the median value of 2019 DQL index is 0.6110 of 1.000, this indicates that
there is substantial room for improvement of people’s digital well-being across all the
indexed countries. Overall, none of the 65 countries made it past a 0.8000 DQL index score
(Table 2), but two were very close: Australia (0.7992) and France (0.7985). Five of the 10
highest-ranking countries are in Europe (France, Norway, Denmark, Italy, and Sweden), three
in Asia (Singapore, Japan, and South Korea), one in Oceania (Australia), and one in North

America (Canada).

The ten countries with the highest DQL

Country DAL

Australia 0.7992
France 0.7985
Singapore 0.7854
Norway 0.7607
Japan 0.7606
Canada 0.7516
Denmark 0.7479
South Korea 0.7448
Italy 0.7361
Sweden 0.7360

Table 2: Countries with highest DQL

Out of the 10 countries with the lowest DQL (Table 3) indices, five are located in different
parts of Asia (Irag, Pakistan, Nepal, Thailand, and Indonesia), four are in Africa (Algeria,
Ethiopia, Egypt, and Morocco), and one is in South America (Ecuador). In the scope of this
research, with only a few exceptions, these countries received low scores on all indexed
criteria. Most notably, the internet speed and affordability (both mobile and broadband)
indicators, which have the biggest influence on the quality of people’s digital lives, were
exceptionally low. Also, people in these countries have fewer opportunities to legally access
popular entertainment content databases and do not enjoy universal availability of e-
government services, which suggests a widespread presence of traditional bureaucracy and
an overall lack of institutional effectiveness. Nevertheless, the situation in these countries is
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not universally insufficient in the scope of the DQL. For example, Egypt and Thailand are
above the median positions in terms of cybersecurity, while Indonesia is among the
countries with the most affordable mobile internet, but the entirety of all of the composite

factors eventually weighs down the final results.

The ten countries with the lowest DQL

Country DAL

Algeria 0.1865
Ethiopia 0.2328
Iraq 0.2915
Egypt 0.3010
Pakistan 0.3192
Ecuador 0.3956
Nepal 0.4079
Thailand 0.4265
Indonesia 0.4604
Morocco 0.4740

Table 3: Countries with lowest DQL

For the comparative analysis, each country’s GDP per capita (PPP) was taken into account
(World Bank, n.d.). The general tendency is that countries with higher GDPs per capita have a

higher DQL score, as indicated by the correlation displayed in Graph 1.

Nevertheless, there are a few exceptions. For example, Qatar and Ireland, despite their high
GDPs per capita, scored relatively low in DQL index 2019 due to such factors as, most notably,
lower than the median internet affordability.

At the same time, some countries with lower GDP per capita (India, Russia, Poland, Hungary,
and Lithuania) than any of the top 10 countries have comparatively high DQL scores because

the internet there is generally faster than the global median as well as highly affordable.
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Graph 1: DQL score and GDP per capita correlation

Analyzing the correlation between DQL and GDP per capita (Graph 1), it can be estimated
that for every additional $10,000 in the given country's GDP per capita, it would score an
additional 0.0300 in the DQL index 2019. Although this estimate plays a role in measuring the
affordability of the internet, it’s important to note that DQL does not solely depend on GDP

per capita.

Highest DQL (Australia)

Australia has the highest DQL, with a 0.7992 index value. This high score was mainly
determined by a very high affordability of mobile internet, comparatively high mobile internet
speeds, and a solid level of cybersecurity in the country. However, the score could have been
higher if not for Australia’s underdeveloped broadband infrastructure, which ranked the
country in the lower end of corresponding indicators of broadband speed and affordability.
This makes it an exception, since among the selected countries for DQL 2019, Australia is

ninth in GDP per capita and has the fifth highest average wage (net).

20



Key Findings

4.3

Australia’s average mobile internet speed is 57.71 Mbps and its average broadband speed is
34.26 Mbps. This makes Australia one of the few indexed countries in which mobile internet
is faster than broadband. Also, one only has to work 21 seconds to afford the cheapest 1GB of
mobile internet and 1.36 hours for the cheapest broadband package. Additionally, Australia
ranks high because of well-developed e-government services (0S| score of 0.9722), its
cybersecurity (GCI score of 0.8900), as well as comparatively extensive legislation on
personal data protection. Finally, the most popular forms of entertainment content, namely
Netflix, Amazon Prime, YouTube Premium, and internet porn, are all available for unrestricted
access from within the country. Even though the weighting factor of the significance of
availability of entertainment content is on the lower end in the scope of this research, it is
important to note that people living in around two-thirds of the indexed countries do not

have unrestricted access to at least one of the four researched services.

Indicator

Mobile internet speed 57.71 Mbps

Broadband speed 34.26 Mbps

Hours work for mobile internet 0.01 hours

Hours work for broadband 1.36 hours

osl 0.9722

GClI 0.8900

Personal data protection legislation Yes

Content availability Netflix, Amazon Prime, YouTube Premium, internet porn

Table 4: Australia country overview (highest DQL 2019)

Lowest DQL (Algeria)

Algeria has the lowest DQL score out of 65 countries covered by this report, with an index
rating 0.1865. The country’s performance regarding all of the DQL criteria was low. The final
ranking was mainly impacted by low mobile and broadband internet speeds, low affordability
of mobile and broadband internet, poor e-government development, and the second lowest
score in cybersecurity. Algeria has a nominal GDP per capita of $4,055.25, which ranks it in
55th place out of all DQL index 2019 countries.
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Average mobile speed in Algeria is 6.00 Mbps and average broadband speed is 4.33 Mbps.
Algeria has a higher mobile speed than broadband internet speed, which suggests that the
latter is underdeveloped in comparison to the former, although its mobile internet has a lot of
potential for future development, as shown by the case of its neighboring country Morocco.
To afford the cheapest 1GB of mobile internet in Algeria, one needs to work 18 minutes, and
for the cheapest broadband package, one needs to work 8.58 hours. This makes mobile

internet a far better value than broadband in the country, which is a common case in

Indicator

Mobile internet speed 6.00 Mbps

Broadband speed 4.33 Mbps

Hours work for mobile internet 0.30 hours

Hours work for broadband 8.58 hours

osl 0.2153

GClI 0.2620

Personal data protection legislation No

Content availability Netflix, Amazon Prime, internet porn

Table 5: Algeria country overview (lowest DQL 2019)

4.4  OtherImportant Insights

As discussed in the Scope and Methodology sections, a few issues that have an impact on
people's digital quality of life and were observed during the research were omitted in
building the final index due to a lack of comparative data. Nevertheless, in the following
sections, the complicated factors of price discrimination and censorship will be reviewed.

Additionally, the digital well-being in China is discussed in more detail.

4.4.1 Price Discrimination

Price discrimination is the practice of charging different prices for the same thing based on
customer characteristics, such as their location or assumed demographic aspects, such as

race, religion, and many other factors. This principle can take mild or beneficial forms, for
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4.4.2

example, student discounts or discounts for the unemployed or retired. However, it can also
be more nefarious. For instance, the American company Home Depot was proven to charge
visitors of its online shop different prices depending on their postcode (Howe, 2017), which
reveals the level of economic affluence of the area they live in, and in turn, whether they are
willing to pay higher prices. Various studies have revealed that people from higher-income
countries tend to pay more for the same goods and services than people from lower-income

countries (Ray, 2019).
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During the research, it was observed that price discrimination is a widespread practice in all
of the indexed countries. It is especially evident in the sphere of e-commerce. In the scope
of this research, the industries of airline tickets, hotel booking, car hire, and several online
services were analyzed. In most of the studied cases, prices for the same goods and
services varied across countries, indicating in a rather vague sense the prevalence of price
differentiation. Although the existence of price discrimination is undeniable (Longman 2019),
the extent of it is complicated to measure, since local taxes, tariffs, laws, and other factors
also affect the final prices. In order to prove the practice and forecast its expected extent,

more studies should be done in the field.

Taking into account the complexity of the concept, it was left out of the final list of criteria of

the DQL 2019, but it should be considered an important factor that affects online well-being.

Censorship

By definition, censorship is a repression of speech, communication, or information. While the
term has a negative connotation, censorship is not considered a universally unfavorable
practice. For instance, the balance between laws guaranteeing free speech and those

preventing hate speech differs per country, which indicates a thin line between censorship
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being a form of repression and protection. In the context of this section, the report focuses
specifically on systematic and pervasive censorship of the internet that limits access to
information and suppresses discussion among citizens. The expert panel of the report
agreed that the inability to access some kind of desired information has the most direct
impact to one’s digital life. This research does not cover self-censorship, which can be done
for a variety of reasons, including moral, religious, economic, or due to intimidation or fear of

consequences.

Worldwide, internet censorship is carried out mostly for political, moral, or religious reasons.
Some countries are locked down to the point that it is nearly impossible to assess how far
censorship reaches (e.g. North Korea), while others have an extensive censorship apparatus

that is relatively well known (e.g. China, see Section 4.5).

If a country wants to block access to certain information, it is thus faced with the challenge
of preventing access. The hurdles of preventing access to certain websites or types of
websites are usually legal and physical as in many cases such websites might not be located
in that country. Prevention of access is usually performed using blocking and filtering
systems, the effectiveness of which is entirely based on the amount of resources, both

technical and human, the censoring authority is able to devote to the issue.

Internet censorship is often increased in response to events. For example, the Arab Spring
and the rise of fake news have been used to justify restrictive media laws in Egypt and Iran
(Shahbaz, 2018a). Around the world, the internet is growing less free. A number of countries
are embracing the Chinese model (Section 4.5) of censorship and digital authoritarianism.
The Freedom on the Net 2018 report (Shahbaz, 2018a) shows that between June 2017 and
May 2018, internet freedom has declined in 26 countries and improved in 19 countries.

Declines were often related to upcoming elections.

As discussed in the previous sections, the indicator of internet censorship was not included
in building the final 2019 DQL index because of difficulties related to assessing the presence
and execution of censorship-related laws in all of the indexed countries. Although
considered for inclusion, the censorship indicator was left out due to a lack of verifiable
information. Nevertheless, being an inherent quality to influence one’s digital life, the
presence and the extent of internet censorship should be and will be sought to be

investigated in future DQL studies.
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4.5

The Case of China

China has the greatest number of internet users of any country (Shahbaz, 2018b). However,
most major international news websites are blocked in China, as are other globally popular
web services, such as Google, Facebook, Instagram, Whatsapp, and Netflix. Local equivalents
(QQ, Baidu, WeChat, Youku, etc.) are available and universally prevalent there. These services
offer the same or better functionality than their global counterparts. For instance, China is
one of the leading countries in the development of mobile payments, and in some places,
other payment options are rarely used. People in China have local alternatives for almost any
available global online service, but their offerings, especially in the case of online content,

are limited.

China's online retail infrastructure is also well-developed. Since online and offline retailers
have been merging to provide better services (called the "new retail") for customers, the
country's e-commerce market is "on an overall upward trajectory,” with predictions of further
growth (Bali, V. 2018 January 31).

Despite China’s digital progress, most of local online services, or at least their full
functionalities, are only available for Chinese citizens or people who have a living permit
there. Also, access to the internet there is hindered by a lack of infrastructure in rural areas
and extensive censorship. According to the Freedom on the Net 2018 report (Shahbaz,
2018a; 2018b), China is the world’s worst abuser of internet freedom and has been for
several years. It has an incredibly sophisticated censorship apparatus (the “Great Firewall”)
that blocks suspected online criticism of individuals, policies, or events related to the
political system. News related to health and safety and topics such as the Cultural
Revolution, the Tiananmen Square protests, Taiwanese independence, repression of

minorities, etc. is also commonly censored. Criticism of censorship is itself also censored.

Internet freedom continues to decline in China, and new laws increase censorship. National
and international companies can either comply, face penalties, or be shut down. However,
international businesses choose to comply, as with more than a billion inhabitants, China has
a large potential user base. Nevertheless, the advancement and the availability of local online
services that cover most people's needs in China, particularly in the biggest cities, makes
the digital quality of life there comparatively great, but difficult to objectively estimate in the
scope of this research. Also, considering the overarching censorship practices of the local
government as well as the decision to omit the censorship factor from building up the 2019
DQL index, China has been taken out of the overall index for the sake of objectivity and

impartiality.
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Internet speed
Graph 2 and Graph 3 reveal a trend: In higher-income countries,
mobile speed is usually lower than broadband speed.

This is natural considering the difference in inherent technological capabilities (radio waves

vs. optics), which also directly depend on user base and network penetration.

>
—
—
':_?
=
=
—

—
D

n |
.--lllllllllllllllll I I I

I ZA-WU0NOIIddIZ2d0Z4drodo2d>dd0xdWUIdExdAqUCO0OIdIdZdaxyzZusJuongs>do0dzdxunxrxonxo
A< oLZUOnzz0I=II00Z2Z20Nplpzrz2z2z2sI220253z3WUgI05UYI=z5Z0zg0uwxaxcwg=z=2g2

o = =2 = = = 4 ) o
SB525528808235583255 588855335555 8585883283238538353F268539:53323
ITzg - wEEIQZsQoFa LSZ0UE3ISR2R02z2°32283acH2E3P8 SEQ0 3Jz5z8lzEsz3hL,Cumor
= 5238zz28¢2< Iof ="z2F*58a58 TEgoB83z8 £z HEHOIITHLLO08 o2y
W 2o <7 O T mE = & = SEa ®Om £ < N @ whBERSa ===N
== N 5 B = s 5 a = Iz 2°5e =
o < 3 S s} I} i} I = =
@» o @« E =z = 2]

8 = >

Countries

‘ GDP Per capita (nominal), $ ‘ Mobile over broadband Global median

Graph 2: Mobile speed divided by broadband speed. Shows how many times mobile speed is faster (>1) or slower (<1) in a given country

The exceptions are Qatar, where mobile speed is 1.2 times faster than broadband, and
Australia, where mobile is 1.7 times faster. This indicates the underdevelopment of broadband
infrastructure in both countries. As a fully functional and inclusive broadband network
requires heavy investment as well as extensive human resources, in countries with lower
GDPs per capita, mobile penetration is much deeper, and its speeds tend to be faster — for
instance, Egypt (mobile internet there is 2.7 times faster than broadband), Pakistan, and

Morocco.

This tendency can be explained by the fact that the costs of developing broadband internet
in such countries are usually financially unjustifiable due to such factors as the size of the

country or complicated landscape (mountainous terrain, deserts, etc.).

Ensuring wide coverage of mobile networks is cheaper, and its development requires fewer
resources and is more conveniently maintained, while its implementation can easily be

scaled.

Mobile over broadband
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Graph 3: Mobile and broadband speed comparison

Mobile Internet

S.1.1

The gathered data indicates that the global median for mobile internet speed is 31.50 Mbps,

meaning that half of the researched countries have faster mobile internet connections than

the other half. Mobile internet speeds vary extensively across the world, ranging from 6.00

Mbps in Algeria to 73.93 Mbps in Iceland. It is important to note that for Iceland, no

measurements were available for February and March, so this figure is based on January

results only. Nevertheless, the general tendency is that speed test results have no significant

fluctuations throughout time, so the countries with the highest mobile internet monthly

speed remain in the same range for extended periods of time.
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Overall, mobile internet speed correlates with the country's economic well-being (Graph 4):
Higher-income countries tend to have better speeds. Some exceptions are Ireland, Germany,
and Israel — countries with higher GDPs per capita where mobile speeds are below the global

median.

Although all of these countries have highly penetrated mobile networks, the results suggest
a lack of network capacity to maintain the network quality for increasingly active mobile
internet usage and the need for further investment in the field. Countries with lower GDPs
per capita (in the scope of this research), namely Albania, Turkey, Hungary, Romania, and
Croatia, can also be considered exceptions, because the recorded speeds there are above
the global median value. This suggests either lower usage of mobile networks (which is likely
not the case in today’s highly connected world) or simply more effective network

management as well as faster adoption of innovative mobile technologies in these countries.
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Graph 5: Countries with the fastest mobile internet

The fastest mobile internet was recorded in Iceland, followed by Norway (Graph 5). The
lowest mobile speeds were measured in Algeria (6.00 Mbps) and Iraq (6.44 Mbps) (Graph 6).
Although mobile internet is of great significance in developing economies (Section 5.1.1.1),
the lowest-ranking countries in mobile speed are still those with lower GDPs per capita. This
correlation indicates that people’s digital well-being is dependent on the country’s
economic affluence, but to determine the causation, more research is needed. Additionally,
the difference between the highest- and lowest-ranking countries is also substantial,
suggesting that there is a lot of space for improving mobile connectivity, which in turn would

improve people’s digital quality of life, and in a way, the overall quality of life there.
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Graph 6: Countries with slowest mobile internet

For instance, Japan and Italy, despite being among the top 10 highest-ranking countries in
DQL, are only in the middle in terms of mobile speed (Graph 7), which suggests that
improving their network capabilities or investing in innovative mobile technology might

positively and notably influence their overall positions.
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Graph 7: Mobile speed and performance of the top 10 highest-scoring DAL countries
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“The internet has become one of the most profound enablers of
social and economic growth in our time.”

— Granryd (2016)

In 2019, there are 4.39 billion internet users (Kemp, S.2019). However, although the world as
a whole is becoming more connected, the distribution in access to and use of the internet is
still uneven. This is called the digital divide. Globally, there is a digital divide between the

developed and developing countries in terms of internet access.

Providing access requires investment in infrastructure on a regional or national level, as well
as expenditures on a personal level to acquire the technology needed to get online, such as a

computer or an internet-enabled mobile phone.

The term “digital divide” does not necessarily refer to the gap between those who have
access and those who do not; it can also refer to the difference in quality of devices and
speed of access. Internet subscription, including availability of broadband and mobile
connections, has improved worldwide, but the digital divide remains, especially in the case of

broadband internet (Broadband Commission for Sustainable Development, n.d.).

Since access to mobile internet is far cheaper than access to broadband internet, it is likely
that, especially in developing countries, mobile internet will grow in importance and

accessibility.

Collected data shows that the global median for broadband speed is 54.62 Mbps, which
means that broadband internet is faster in 50% of the researched countries than in the other
half. For instance, streaming Netflix Ultra HD requires a steady internet connection speed of
25.00 Mbps (Netflix, n.d.).

Singapore, Iceland, Canada, and South Korea, which are in the top 10 of the countries with
the fastest mobile internet, are among the leaders in broadband speeds as well. Singapore’s

speeds are significantly higher than the others, with a broadband speed of 197.34 Mbps.
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Since the nation is considered to be "a digital R&D hub" in Asia, attracting investment from
major tech players, the country’s economy relies heavily on its digital infrastructure
(Singapore Economic Development Board, 2017). This leadership can be attributed to the
small size of the country, meaning there is comparatively less investment in infrastructure
needed to cover the area with the optical fiber network than in countries much bigger in

terms of land area.
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Graph 8: Broadband internet speed and country wealth

As in the case of mobile connectivity, broadband speed generally correlates with the

country's economic wealth (Graph 8): Higher-income countries tend to have better speeds.

However, there are some exceptions. Although Qatar, Australia, Austria, and Italy have
comparatively high GDPs per capita, their broadband speeds are below the median. All of this
can be explained by the complicated terrain of these countries (there are lots of deserted
and unpopulated areas in Australia and Qatar, and mountainous landscapes in Austria and
Italy). There might also be other factors in play that need additional investigation not covered

by the scope of this research.

Nevertheless, slow home broadband speeds suggest inadequate optical fiber internet
infrastructure. On the contrary, Thailand, China, Malaysia, Romania, and Hungary have lower
GDPs per capita, but their broadband speeds are above the global median value. This
indicates better adoption of innovative technologies and development of digital
infrastructure, which plays a key role in the economic development of various Asian

countries.

Broadband speed - 3/mo average
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Graph 9: Countries with fastest broadband internet

Out of all 65 countries, Algeria and Egypt have the lowest broadband speeds at 4.33 Mbps
and 6.69 Mbps, respectively (Graph 10). Also, in Algeria, fixed broadband speed is even lower
than its average mobile speed, which can only suggest an extremely low development level
of the fiber network in the country. This North African country is the only country in this

research with a broadband speed slower than the slowest overall mobile internet speed.
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Graph 10: Countries with the slowest broadband internet
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However, there are other countries (e.g. Pakistan, Egypt, Turkey) where mobile speeds are
higher than broadband speeds. As explained in the Section 5.1.1.1, this is due to higher
mobile infrastructure penetration rates and lower levels of investment needed to offer a fully

functional mobile internet connectivity, even for people living in rural and remote areas.

Regarding broadband speed (Graph 9 and 10), a factor with one of the most substantial
weights in the 2019 DQL index, Singapore and Iceland scored significantly higher than the
rest of the top 10 countries, but this was still not enough for either country to be ranked
higher than Australia in the final index. Interestingly, Iceland ranks first in mobile and second
in broadband speeds, but takes only the 16th position in the final DQL index. However, it is
important to note that broadband speed data in Iceland was not available in February and

March, so these calculations were made based on the data that was available in January.

Due to the underdevelopment of its broadband network (News.com.au 2019 March 9, and
Section 4.2), Australia stands in the lower half of countries in broadband speed (Graph 11).

The fixed internet speed is also very low in Italy as a result of poor infrastructure in rural and

mountainous territories, also called “white areas” (Ministero dello Sviluppo Economico (n.d.).
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Graph 11: Broadband speed and performance of the top 10 highest-ranking DQL 2019 countries

Broadband speeds are slower than mobile speeds in the following countries: Algeria, Egypt,
Pakistan, Ethiopia, Iran, Morocco, Azerbaijan, Ecuador, Indonesia, Nepal, the Philippines,
Georgia, Turkey, Greece, Armenia, Albania, Croatia, Australia, Austria, the Czech Republic, and
Qatar. Austria ranks in the top half among 65 countries in the overall DQL 2019 index, but it

could have scored higher if not for its comparatively slow broadband speed.
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It is slower than in Russia, Thailand, and Malaysia, which have lower rankings in the final

index.

Internet Affordability

Below, the report first gives prices for the cheapest broadband and
mobile packages and then the number of hours one needs to work to
afford them.

Broadband and mobile internet prices were obtained from Howdle (20182 and 2018b,

respectively). Screenshots taken at the time of data gathering are provided in Annex 1.

Broadband

In the broadband calculations, only the amount of work needed to afford the cheapest
package available in the respective country is considered, irrespective of what that package
offers. It is important to highlight that although low figures may appear to illustrate
inexpensive broadband connectivity, the very cheap packages in these countries may be

very basic, with only minimal speed or download allowance.
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Graph 12: Internet affordability and country’s wealth. Important note: Ethiopia has by far the highest number of

hours one needs to work to afford internet, so it was taken out of this chart.
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Hours to work to afford the cheapest broadband package
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Qatar, Ireland, and New Zealand have higher GDP per capita (Graph 12) in comparison to most
other countries, but the broadband internet connectivity is less affordable there than in

countries with lower GDPs per capita, such as Ukraine, Iran, South Africa, Turkey, and Russia.

In this graph, the red line indicates the number of hours one needs to work to afford the
cheapest broadband package in relation to the country’s nominal GDP per capita, thus the

higher its values, the less affordable its broadband internet.

Collected data shows that the global median of the broadband price is $15.09 (not including
the installation costs) (Graph 13). However, as mentioned above, this does not necessarily
indicate its affordability as in some countries with lower GDPs per capita, this type of internet

is more affordable than in some more affluent economies.
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Graph 13: Broadband internet affordability and hourly wage

The highest-priced broadband packages are found in Qatar ($54.93), New Zealand ($42.35),
Iceland ($39.52), and Ireland ($37.55) (Graph 14). Nevertheless, in terms of the number of
hours of work needed to afford this kind of internet connectivity, it is relatively affordable in

all of these countries.

An exceptional case is Israel, a country with a comparatively high nominal GDP per capita, but
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relatively low broadband prices. For this reason, broadband internet in Israel is the most

affordable for its citizens, which ensures better quality of their digital lives.
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Graph 14: Countries with the highest broadband prices

Only two European Union (EU) countries, Lithuania and Italy, are among the ones with the
lowest prices for broadband connectivity (Graph 15), but this does not rank them among the
top 10 countries with the highest broadband internet affordability.
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Graph 15: Countries with the lowest broadband prices
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Except for China and Israel, none of the countries with the lowest broadband prices make the
top 10 in terms of affordability criteria. Despite this, broadband internet is comparatively
affordable in all of them with the exception of Egypt and Armenia, where affordability is below
the global median. The affordability criteria has one of the most substantial weights in the
2019 DQL index. Therefore, making the internet more accessible, not only in terms of
infrastructure but pricing as well, will make the digital well-being as well as the overall quality

of life for people residing there better.

The median number of hours of work needed to afford the cheapest broadband package is
2.17 hours. Israel and Japan are the countries in which one needs to work the fewest hours to
afford the cheapest available broadband package, at 0.45 hours and 0.48 hours, respectively
(Graph 16). Except for China and Iran, countries with the most affordable broadband
connections also are among the top ones in terms of economic well-being, having higher

than median GDP per capita indicators.
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Graph 16: Hours worked to afford cheapest broadband package: high affordability

In Ethiopia, one has to work by far the most hours to afford the cheapest broadband package,
at 61.50 hours (Graph 17). Considering the length of an average workweek there, broadband
connectivity is generally accessible only to the wealthy. As in the case of mobile connectivity
in Ethiopia, the underdevelopment of infrastructure is clearly visible throughout all the
factors of this research that relate to internet accessibility. This suggests the need for
investment in internet infrastructure to improve not only people’s digital lives and their
general well-being, but also, in the longer term, boost the country’s economic development,

as discussed in Section 5.1.1.1.
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Graph 17: Hours worked to afford cheapest broadband package: low affordability

Although the Nordic countries, Denmark, Sweden, and Norway, are among the most
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economically developed countries, they rank in the middle of the global spectrum in terms of

broadband affordability.

Still, even though this factor has a substantial weight in the final DQL index, it is only one of

the composite parts of it and does not determine the overall standing. One example is Israel,

a country with the most affordable broadband internet, which only ranks 13th in the final DQL

index (Graph 18).
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Graph 18: Comparing broadband internet affordability and the top 10 DAL countries
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Mobile

The global median for the price of a 1GB mobile internet data plan is $0.51. The lowest value
is in India, at $0.02 for 1GB.
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Graph 19: Mobile internet affordability and country’s wealth. Important note: Ethiopia has by far the highest number

of hours one needs to work to afford the internet, so it was taken out of this chart for the sake of scaling.

Mobile internet tends to be more affordable in countries with higher GDPs per capita (Graph
19). Although the correlation is clear, there are a few exceptions. For instance, in Switzerland
and Canada, one needs to work as much to afford sufficient mobile connectivity as in less
economically affluent countries such as Turkey or Thailand, which disturbs the digital quality
of life for people living there. Also, people living in countries on the higher end of the
economic spectrum, namely Norway, Germany, New Zealand, and Israel have above the
median hours-to-work to afford the cheapest mobile internet. At the same time, people in
Pakistan, Egypt, Morocco, Iraq, Brazil, Turkey, Russia, Romania, and Croatia have below the
median hours-to-work to afford cheapest mobile internet. These numbers suggest that in
countries where mobile internet is more affordable, there might be a higher level of
competition between the operators of mobile networks. Lower costs to develop the network
in terms of the country’s size and landscape might also play a role in making it more
affordable.

Interestingly, some countries with lower GDPs per capita, namely India, Indonesia, and
Malaysia, stand out because its residents have to work less than in many other countries to
afford 1GB of mobile internet. This makes the internet more accessible to a bigger part of the

population, which is a significant factor positively influencing the digital quality of life there.
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Five of the 10 countries with the lowest mobile internet prices are in the European Union,
which highlights the tendency that people in the EU can much more easily afford mobile
internet than people in other regions (Graph 20). This also makes the EU one of the regions

with the highest digital quality of life in the world.
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Graph 20: Countries with the lowest mobile internet prices

Mobile internet prices are the highest in Switzerland, where it costs $8.30 for 1GB of data

(Graph 21).
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Graph 21: Countries with the highest mobile internet prices
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However, the high price of mobile connection does not appear to significantly influence its
affordability, as with the highest average wage among the researched countries, Switzerland
ranks just below the median internet affordability. Still, if mobile internet was more affordable

for people in Switzerland, its position in the DQL index would be higher.

In Australia, mobile data is the most affordable as one needs to work just 21 seconds to afford
the cheapest 1GB mobile data package. This is mostly influenced by the country’s high
average monthly salary and comparatively inexpensive mobile data. With the exception of
India, where the average monthly salary is on the bottom end of the researched countries,
other countries with the most affordable mobile internet are among the most affluent

economies in the world.

The affordability of mobile data is very high in Israel, India, Slovenia, France, and Iceland,
where one has to work less than a minute to afford the cheapest 1GB package. This is closely
followed by the UK, Italy, Denmark, and Finland, where less than two minutes of work are
needed to afford a relatively sufficient amount of mobile data to cover one’s basic internet
needs (Graph 22).
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Graph 22: Seconds required to work for cheapest 1GB of mobile internet: cheapest countries

Overall, figures for mobile internet affordability are low throughout the globe, meaning that
mobile data is highly affordable in most of the researched countries. The global median is 8
minutes of work to afford the cheapest 1GB data package. With the exception of Ethiopia,
where one needs to work 6 hours and 6 minutes to afford 1GB of mobile internet, all countries

remain under one hour of work for 1GB of internet (Graph 23). Even in countries where people
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need to work more to afford the cheapest mobile internet, these figures are far lower than
the amount of hours needed to work to afford the cheapest broadband. Once again, this
proves the fact that the infrastructure necessary for mobile connectivity is easier to create,
maintain, and scale than that which is needed for broadband internet. Also, it prevails over
the latter in terms of accessibility, making it possible to cover wider areas with fully sufficient

internet connectivity, even in places with complicated landscapes.
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Graph 23: Minutes required to work for cheapest 1GB of mobile internet: most expensive countries

A noteworthy exception was revealed when comparing the affordability of mobile internet in

a specific country with its position in the final DQL index.
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Graph 24: Comparing mobile internet affordability in the top 10 DQL countries
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As shown in Graph 24, although most of the highest-ranking countries stand above the
global median values in terms of mobile affordability, Canada stands out because of its
comparatively less affordable mobile internet. Taking into account its final position in the
index (sixth), making mobile internet even slightly more affordable there would not only
improve the digital well-being of people living there, but also its position among the
countries offering the highest digital quality of life.
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Entertainment Content Availability

In most of the researched countries, the availability and
choice of entertainment content, as defined in the Scope
of the DQL study, was high.

That is why it was not the determining factor in the final country ranking. Also, the expert
panel of this research attributed one of the lowest values to this factor, making its influence
to the final index slight.

The core finding of the investigation of content availability is that in most countries,
accessing different entertainment content online is not a general obstacle, which could
negatively affect the digital quality of life. However, indicator scores of less than 1.000
suggest that although one or more content libraries defined by the scope of this research
were not accessible from within these countries, there is a great likelihood that other
libraries that were not considered during the investigation might also be unavailable in the
indexed countries. This finding might have overreaching consequences on digital quality of
life there as a lack of desired content is often related to higher internet piracy rates, which in
turn affects any country’s general well-being. However, to examine this assumption, further

investigation is needed.

Three of the researched verticals to define content availability, namely Netflix, Amazon Prime,
and internet pornography, have high availability in most countries. The exception is YouTube

Premium, which at the time of writing, is available in only 50 of the 65 countries.

At the time of research, all of the selected content verticals were available for unrestricted
access in Australia, Austria, Belgium, Brazil, Canada, Chile, Denmark, Finland, France,
Germany, Ireland, Italy, Japan, Mexico, the Netherlands, New Zealand, Norway, Portugal,
Russia, Spain, Sweden, Switzerland, the UK, Ukraine, and the USA (adding up to the highest
1.000 score).

In fact, with the exception of South Korea, where access to internet pornography was
restricted, the main reason for countries getting a score of 0.7500 (three out of four
assessed types of content libraries available) was the unavailability of YouTube Premium. 54
out of the 65 countries have a score of 0.7500 or higher, indicating that the digital quality of

life there in terms of entertainment content availability is sufficiently high.

It is important to note that although Netflix and Amazon Prime have wide global coverage, the
content these services offer differs across countries. The differences in library sizes as well

as a different distribution of content is affected by the streaming services’ business
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strategies, policies, licensing agreements with content creators, and other factors, such as

the local television landscape (Annamaneni, 2018).

At the time of writing®, internet pornography was generally available in Western Europe, the
Americas, Russia, India, Australia, and South Africa, and generally illegal in Asia and Africa. It
was considered restricted in the UK, due to recent changes in the country's legislation,
making it the only EU country with restricted access. Internet pornography was blocked in
Bahrain, Bangladesh, China, Indonesia, Iran, Kuwait, Malaysia, Nepal, North Korea, Oman,
Pakistan, Papua New Guinea, Qatar, Saudi Arabia, South Korea, Sudan, Syria, Thailand, Turkey,
Turkmenistan, UAE, and Yemen.
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Graph 25: Content availability and GDP/capita

In most of the more economically affluent countries, all of the content libraries were available
to reach from within. However, Iceland and Singapore did not receive the highest scores due
to no availability of YouTube Premium. As discussed above, although the content factor did
not have a major influence on the final ranking in the case of most countries, a few would be
ranked higher if the missing streaming service was available there. Also, researched
countries in the Arabian Peninsula with high GDP per capita numbers, namely Qatar and UAE,
impose strict content restrictions, which is evident from their 0.500 score (Graph 25).
Interestingly, the availability of entertainment content is similar in Algeria, the country with
the lowest score in the 2019 DQL index. According to the Freedom of the Net Report
(Shahbaz, A.2018), this is because, for instance, the internet in the UAE is considered to be

not free, while Qatar is regarded as a country that heavily censors access to

2 Tested by Surfshark’s researchers while connected to different servers
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the internet (The Net Monitor, n.d.) This censorship is not limited to entertainment content,
but also includes access to information. This represents a threat to freedom in these

countries that negatively affects people’s well-being.
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Graph 26: Comparing content availability criteria and the top 10 DAL countries

An interesting case regarding content availability is Singapore, a country with one of the
highest DQL index scores. If other composite factors of its final index score were unchanged,

except for content availability, and more content libraries would be possible to reach from

within the country, Singapore would have received the highest rating of all indexed countries.

The country received a lower score because not all of the content libraries as defined by the
scope of this study were available there, namely YouTube Premium. South Korea also did not

receive the full score because of limited availability of internet porn (Graph 26).

None of the four platforms used in this research are available in China, although it has
alternatives to some of the major platforms. The situation in China is discussed in more detail
in Section 4.5.In Iran, Netflix is the only available service, although the size of its library is
unknown. In Egypt, Ethiopia, Indonesia, Malaysia, Nepal, Pakistan, Thailand, Qatar, and UAE,
internet porn and YouTube Premium are unavailable. With the exception of South Korea, as
mentioned above, internet porn is available in all other countries. Countries that restrict

internet porn tend to be more culturally conservative.
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E-Government Availability

E-Government availability and development shows
significant geographical differences (Table 6).

High O8I (the Online Service Index) ratings translate to what the United Nations Public
Administration Network (n.d.) calls “connected presence,” the highest level in online
government initiatives, which reveals that technologies and innovations in the public sector
significantly impact everyday lives. The expert panel of this study weighed the OSI indicator
with a 0.16, highlighting the importance of the development of e-government services as a

highly determining factor of one’s digital well-being.

Half of the top 10 countries with the highest OSI scores are the member states of the
European Union (Denmark, France, the UK, Finland, and Italy), and there is one country each
in Southeast Asia (Singapore), East Asia (South Korea), and Oceania (Australia). Moreover,

India is the only regional representative of South Asia in the OSI top 10.

Country osl
Denmark 1
Singapore 0.9861
United States 0.9861
France 0.9792
United Kingdom 0.9792
South Korea 0.9792
Australia 0.9722
Finland 0.9653
India 0.9514
Italy 0.9514

Table 6: Highest OSI ratings

Looking at the other side of OSI spectrum reveals a general tendency that countries with
lower OSI scores are also low-income (Table 7). Nevertheless, income figures might not be
the best indicator to analyze e-government development level as India, generally a low-
income country, has managed to reach a higher level of government online presence and
advancement than many economically affluent countries. This suggests that investment in

online availability and inclusivity of e-government services might not necessarily require
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substantial financial investments into the necessary infrastructure, but rather more into
strategic planning of resources, data management, and processes. However, being out of the
scope of this research, India’s case needs more thorough study to assess these

assumptions.

The general finding regarding e-government development globally is that any improvement
in OSI rating would potentially increase people’s digital quality of life. It would generally do
that by lowering the level of traditional bureaucracy, making it more efficient in terms of time
and resources, as well as more sustainable in the long-term. However, ensuring the
cybersecurity of governmental e-services is another important matter, which is discussed in

more detail in the following section.

Country osl

Algeria 0.2153
Iraq 0.3194
Egypt 0.5347
Pakistan 0.5486
Armenia 0.5625
Indonesia 0.5694
Ukraine 0.5694
Iran 0.6319
Ethiopia 0.6319
Thailand 0.6389

Table 7: Lowest OSI ratings
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Geographical distribution among the highest Global
Cybersecurity Index (GCI) scoring countries varies.

Half of the countries with the highest GCI score are member states of the European Union
(the UK, France, Lithuania, Estonia, Spain) (Table 8), while Norway, although not a part of the
EU, belongs to the European Economic Area. It is notable that Singapore and Malaysia,
Southeast Asian countries, demonstrate a high commitment to national cybersecurity, both
ranking among the nations best prepared for potential cyber threats. Moreover, two of the
biggest countries of the North American region, the U.S. and Canada, demonstrate a high

commitment to cybersecurity as well.

Country GCl

United Kingdom 0.9310
United States 0.9260
France 0.9180
Lithuania 0.9080
Estonia 0.9050
Singapore 0.8980
Spain 0.8960
Malaysia 0.8930
Norway 0.8920
Canada 0.8920

Table 8: Highest GCl ratings

Most of the top 10 countries scored high marks in the legal and organizational pillars, two of
the most important components of the GCI, indicating operational readiness to cope with
potential cyber threats. The high level of cybersecurity in the EU is a result of the EU's
continuous efforts to strengthen the cybersecurity of its member states. In 2018, the
European Parliament, the Council, and the European Commission agreed on the
Cybersecurity Act. It reinforces the mandate of the EU Agency for Cybersecurity, European
Union Agency for Network and Information and Security (ENISA), to better support member
states with tackling cybersecurity threats and attacks, and establishes an EU framework for

cybersecurity certification (European Commission, 2018).
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The geographical distribution of the lowest scoring countries is also diversified (Table 9) as it
is comprised of three South American region countries (Ecuador, Argentina, and Chile), two
North African countries (Algeria, Morocco), two South Asian countries (Nepal and Pakistan),
one East African country (Ethiopia), and one Western Asian country (Iraq). Interestingly, the
lower-ranked countries of the GCI index do not have a strong correlation in regards to their

economic affluence.

Country GCl

Nepal 0.2600
Algeria 0.2620
Iraq 0.2630
Ethiopia 0.2780
Ecuador 0.3670
Pakistan 0.4070
Argentina 0.4070
Morocco 0.4290
Chile 0.4380
Iceland 0.4490

Table 9: Lowest GCI ratings

The case of Iceland, a Northern European country, is special. Unlike all of the other countries
in its region (Norway, Sweden, Finland, and Denmark), Iceland received a low GCl score.
Additionally, Graph 27 reveals that Iceland, despite having the third highest GDP per capita
among all the countries on the DQL 2019 list, is far below the median value of the GCI score.
As stated in the Global Cybersecurity Index (International Telecommunications Union, ITU,
2018), the low score is due to a lack of infrastructure maintenance and a lack of regular
updates to reflect the changing needs, bringing into question its ability to adapt to the swiftly
changing online environment. Then again, some countries such as Egypt, Indonesia, Georgia,
Thailand, and Malaysia, which did not receive high scores when analyzing other composite
parts of the DQL index and have low GDPs per capita, are comparatively well prepared to

counter cyber threats.
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Graph 27: GCI and country wealth

Historical GCI data shows that the overall situation, meaning the level of commitment to
national cybersecurity and awareness, has been gradually improving globally. However, as
presented above (Tables 8 and 9), there is still a wide gap in cybersecurity commitment
around the world, inducing lower-scoring countries to take the necessary steps in protecting
their cyberspace. Consequently, a lack of preparedness to counter virtual threats poses
potential threats to one’s digital quality of life in an increasingly connected and
interdependent environment, as it can likely be corrupted at any point in time by unexpected

outside factors.
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Personal Data Protection Laws

“In this hyperconnected world data is generated continuously,
thus being in control of it becomes of high significance.”

— Burt, A. (2019)

In 2018, 12,499 authentic data breaches and 14.9 billion raw identity records circulating
across the web were discovered (4iq (n.d.)). To protect people’s online well-being, legal
regulations play an essential role in what happens with an individual’s data, laying the

foundation for its storage, management, protection, responsibility, and legal accountability.

As noted by the Freedom of the Net Report, many countries have been passing laws that
grant individuals control of their online data: "At least 15 countries considered data
protection laws since June 2017, and at least 35 already have a data protection law on the
books." During the research for DQL 2019, it was observed that 62 of 65 countries had
personal data protection laws, or at least drafted versions of such kind, in place — all except

for Algeria, Egypt, and Ethiopia.

However, some members of the expert panel of the DQL index warned of potential negative
consequences of data protection laws, highlighting concerns that such laws in some
countries have been used to justify surveillance rather than protect citizen rights. According
to Vpngids.nl, many laws are “trivial and hard to enforce by governments, or are enacted in

violation of people’s privacy.”

The research revealed that although labeled as personal data protection laws, in some
countries, their intention can be considered as equivocal. However, as explained in the
Methodology section of this study, potential implications of such laws were not investigated

in more detail due to the legal complexity of the topic.

An exceptional case is the country that received the overall highest DQL index score,
Australia. Although it received the highest indicator score for the presence of personal data
laws, recent legislative developments and the encryption backdoor law passed in the
Parliament of Australia (n.d.) might implicate the digital quality of life there in the future. The
law, which requires companies to add backdoors to their encrypted technologies, was
criticized by academics (Schneier B., 2017) for potential hazards to citizens’ security. Similar
concerns were expressed in the Freedom of the Net 2018 report (Shahbaz, A. 2018), stating:
"Such a policy would effectively create security vulnerabilities in the companies’ services,
driving away users and facilitating intrusions not just by friendly governments, but by hostile

powers and criminals as well."
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Nevertheless, there have been positive developments regarding the protection of one’s
privacy in Europe. On the 25th of May 2018, the EU’s General Data Protection Regulation
(GDPR) came into force. Its aim is to provide stronger rules on data protection and give
people more control over their personal data (European Commission, n.d.). The regulation
requires controllers (entities that collect and process customer data) to have measures in
place to protect one’s personal information. In every country in the EU, such data may only be
collected with citizens’ explicit consent, while people must know exactly what aspects of
their data are collected, for what reasons and how are processed for, and by whom. Collected
data may not be shared unless with the explicit consent of the citizen. While the GDPR is far-
reaching and inclusive, there is rising uncertainty about the extent of the requirements and

the complexities involved in implementing them.

The investigation of the data protection laws revealed that in most countries, the legislation
(if present) is obscure, which makes it challenging to implement. It is also essential to
accentuate that the level of the regulation differs and that passing privacy laws in any
country does not mean that they are certain to be effective. The general tendency is that the

more profound and up-to-date the legal system is, the higher the citizens' quality of life.
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Conclusions

This study on digital quality of life combines 6 key
indicators into one figure to compare and analyze people’s
online experiences in 65 countries, covering a population
of approximately 5.5 billion in every major region of the

world.

The first embodiment of this kind of research brings together weighted averages of selected
factors that encompass current legislative measures, the country’s online security,
connectivity in terms of speed and affordability, as well as the availability of online services,
into a composite index that reflects the gap between people's online well-being in various

nations and highlights critical problem areas.

The median value of the 2019 DQL index is 0.6110 of 1.000, which indicates that there is
substantial room for improvement in digital quality of life across all the indexed countries. It is
notable that even the countries that received the highest index scores did not obtain more
than 0.8000 in the overall index due to shortcomings in certain factors that resulted in lower
evaluations. The study reflects that even the most digitally affluent countries have room for
improvement in terms of the experience of their citizens within the online sphere, which, as
assumed prior to the DQL research and confirmed by its findings, has a direct correlation with

the overall quality of life in any country.

The key findings of this research reveal a strong interconnection between a country’s wealth
(in terms of GDP) and its citizens’ digital quality of life. Affluent economies tended to
outperform other countries in the areas of cybersecurity, affordability, and internet speed.
These areas generally indicate comparatively prudent legislative and executive systems, as
well as more proficiently developed internet infrastructure and its competitiveness

compared to the countries ranked in the lower end of the DQL index.

Also, the study suggests that every additional $10,000 in any given country's GDP per capita
can consequently improve the digital well-being of its citizens and add up an additional
0.0300 to its DQL score. This economic improvement would not necessarily have a short-
term impact on any one specific factor, but rather a long-term spillover effect on most of the

components of the index.

The causation between economic development and digital quality of life arguably works both
ways, which means that investment in internet infrastructure, its competitiveness, and the
country’s cybersecurity, together with a well developed legislative basis that defines and

defends the framework of one’s personal data, has positive effects on any country’s
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economic development.

Forty percent of the final DQL index score was determined by factors that define the
accessibility of the internet, namely internet affordability and its speed. A positive correlation
between internet speed (both mobile and broadband) and other composite index factors

proves its importance to one’s digital quality of life.

The research confirmed that mobile internet is of crucial importance in today’s world as it is
much easier to install and scale, requires less investment, and can cover a larger population
than broadband. These factors are of utmost importance for countries with complicated
landscapes, substantial land areas, or less affluent economies. Cheaper and easily scalable
mobile technology allows for better affordability than broadband, which is generally much
less affordable throughout the world. Nevertheless, people living in countries that have the

best combination of internet speed and affordability factors are digitally better off.

In the wake of heightened awareness of data privacy fueled by millions of data breaches
worldwide, Europe’s GDPR served as a de facto benchmark for governments and global
companies to strengthen their legal pillars. The DQL index shows that most of the countries
are data protection-conscious, with 62 out of 65 having laws or drafts of laws in place.
However, in some cases, this apparent commitment is illusory. The general tendency
suggests that data protection regulation is in its early stages in the majority of the
researched countries. Due to differences in legislative regulation and common ambiguity,
current data protection laws vary from having a nearly invisible impact to some that might
potentially have adverse effects in the long-term. Although the complexity of such regulation
was not accounted for in 2019 DQL index, the findings suggest there is room for

improvement, especially in making these laws serve the citizens.

The values of the other two highly institutional factors of the DQL index — the availability of e-
government services and the cybersecurity level of the country — with some exceptions,
once again proved the correlation between a country's economic development and the
digital quality of life there. People living in countries with higher e-government availability
values have better digital lives as institutional apparatuses there are more effective and less
bureaucratic. At the same time, countries with higher index values in terms of cybersecurity
have forward-looking approaches to their citizens’ digital well-being and take the necessary
actions to protect their populations against the unexpected digital threats that can

potentially have a severe impact on overall quality of life.

The first DQL index was built up by the research team convened by Surfshark to lay the

foundation for future studies on people’s digital well-being around the world because it
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already has, and will continue to have, a determining influence on their overall quality of life.
The index and the study are intended to be used as reference material for improving critical

areas in terms of digital quality of life in any country.
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Annex1:
Dynamic Criteria

Average Wage Data

March, 2019

28. Malta — 1254258

April, 2019

30. Slovenia
31. South Africa
32. Taiwan

33. Czech Republic
34. Lebanon
35. Portugal
36. China

37. Slovakia
38. Poland

39. Malaysia
40. Croatia

1,195.05 8
1,154.33 8
1,106.06 $
1,076.58 $
1,024.20 §
91526
904.78 $
884.28 $
871.16 $
859.34 §
848.16 $

59. Russia -
60. Bosnia And Herzegovina s
61. Brazil -
62. India -
59. Russia -

60. Bosnia And Herzegovina s
61. India
62. Brazil
63. Peru
64. Belarus

68. Iran

69. Vietnam
70. Macedonia
71. Kazakhstan
72. Indonesia
73. Albania

. Colombia

. Dominican Republic
. Armenia
77. Ukraine
78. Georgia

. Philippines
80. Algeria

~
EREIN

~
3
EEEEEEEEEEEEEEEENQEREN

499.72$
479.07 $
466.66 S
45548 §

499.57 §
477958
461.68 $
459.78 §
453.48$
446.828
427.88$
409.86 $
403.88 8
385318
385.23§
365.718
363.87 $
35357 §
346328
330.20 8
330.018
321398
301.07 $
29257 $
29063 $
273458
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12.2 Internet Speed Tests

Global Speeds January 2019
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137 -12 Tajikistan

5.04
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Global Speeds February 2019
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175

176

177

Mauritania

Turkmenistan

Yemen

3.69

3.55

3.42
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Global Speeds March 2019

81



Annex 1: Dynamic Criteria

82



Annex 1: Dynamic Criteria

83



Annex 1: Dynamic Criteria

84



Annex 1: Dynamic Criteria

85



Annex 1: Dynamic Criteria

86



Annex 1: Dynamic Criteria

87



Annex 1: Dynamic Criteria

12.3 Internet Prices
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